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Figure 1 Convolution layer structure
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Research on Phishing URL Detection Technology Based on CNN-BIiLSTM
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Abstract: In order to solve the increasingly serious problem of phishing, a phishing URL detection method
based on convolution neural network ( CNN) and bi-directional long short termmemory ( BiLSTM) was pro—
posed.This method first classified the URL based on the sensitive word segmentation method; classified the
URL according to the special characters and sensitive words; and classified the non-sensitive words in the
character level, so as to obtain the effective information of the special characters and sensitive words, and im—
prove the use of URL data information. Then the segmented URL was input into CNN and BiLSTM, to obtain
the spatial local features of the URL through CNN, to obtain the bidirectional long-distance dependent features
of the URL through BiLSTM, and to detect phishing webpages based on the automatically extracted features.
Compared with traditional machine learning and blacklist detection methods. Experimental results showed that
the phishing URL detection method based on CNN and BiLSTM could achieve better detection results, the
accuracy rate was 98. 84% , the precision rate was 99. 71%, the recall rate was 98.04% , and the F1 value
was 98.86%. This method did not require manual feature extraction and could identify newly emerging
phishing webpages.
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