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Fig.1 The communicating model for wireless network
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Fig.2 The process of mutual authenticating
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The Design of an ID Authentication Scheme with Anonymity in Wireless Networks

XIANG Shun-bo, KE Wen-de

( College of Computer and Electronic Information, Guangdong University of Petrochemical Technology, Maoming 525000, China)

Abstract: In view of the ID authentication problem of mobile users when roaming, an ID authentication

scheme with anonymity in wireless networks was proposed by means of bilinear pairing, hash functions and

symmetrical encryption algorithms. From the performance and security, the proposed scheme was analyzed.

The analysis showed that the scheme is secure and efficient, which can achieve the anonymous ID authentica-

tion to mobile users and can achieve mutual ID authentication between two objects, so the scheme can satisfy

the secure requirements of wireless networks.

Key words: anonymity; ID authentication; mobile user; bilinear pairing; session key



