20134 9 A
34k E5H

MK ZEZEROT %K)

Journal of Zhengzhou University ( Engineering Science)

Sep. 2013
Vol.34 No.5

XEHS 1671 -6833(2013)05 -0100 - 04

FERERFMBHFEBTHNAREELH

REM, TAE, BHEF, T L, Bk

(LA AT FEFO, W BN 450003; 2. MEARFIEBARFILAF, @ M 450046)

B E: &ERMEET(Residents Health Card) & RAR AR E WA B E BE T —F XL ERRE " H
C—FREARRE X, B KN B A% COS(Chip Operating System ) , £ & R & F P 41 &
FEFBFEBEANERE ASATAR MU AR ERERHBELGEAERNHAAE)ELARA
HHABREFAESY ANEANERARFTER(MBFESIRELES) RS2 mEARALTEALE
P EGAEEHERRETRASAN DAL 28T L FNEA LG LR, HEREEF
BEAERBEZATENALENPRFELRAERT A,

KA EREETF;RBEERE,NETH; BARP ; XFEL

FESEE: TP39 NREAREE: A

0 5l

RRBEFEIAGEARBRIH—TLH
MERAFH TR, R TERFR MR EERRE,
EETDERSEHPHATREREHAIN . AA
EABR(S BAEAE . SC I X B0 M4 5t B i
RBEMBAFZENELRGE, R2KW 5 B R
—H . EEEANERBEE" X PEH, XF
RA&. TART 2011 FHBHTEETHENE
REEFZREAAA0, RESTABR LKA
THEA, ETARE LS T ILE R ER B
REMBALEMETAEH & REELER @
RERGTENAFRAR, BRET-BETIE
BARAEEEREIEL2RN AES KL
BAMEZENAERETRHHARAEMRN. B
A, B P9 T A TE AR &5 ol B AR LA T 8/, B ik
“T-R"R, EEABBFIERFAEN 1530
Ak, EPANANEHMHR 790 Tk, 52EHBAE
4.5 LM ERALLARBER T, P M ER & R A
JRRZE T4~ A UE 5 0 F Bk 4K 78 2B

EERNERRBREFPHEAS =T HFIE
A5, 38 1 BT A E £ AR ST B0 400 B 55 S 4k 2 ()
HISRRE , MR R T 72 P 2% =3 (] b S 9 5 B3 A GE A0
7 RN R R, B E W4 Tk A E &N

itk

7 B #8:2013 — 04 —30; 41T HH9 ;2013 - 06 - 19

doi:10.3969/j. issn. 1671 - 6833.2013. 05.022

BEEFRY. EHEEELXIEREEFE COS #
ki, 78 T AE 2 45 0 25 25 o 888 20 9 35 17
AEBMBE, ERREPTURERH, B4
MAXTURSRENSFS, EEIERPHEA
BTPEBMESREH B M ELIBPSELYS
MERETEN, EFURESL MERARRE
BERREFAIETNEREL ERERER
BEFREEESTNERR, FEAE. 84
A EBFEBATHHRET, FREFEBEA
FRy % AR e 0 2 R S T4, T RS S B
FF B A AR T RFE 08 TS5 B T
B, BT T AT LR R R i 3 BT A
ANIEH MR BN ARET R
SEAR .

1 RS

1.1 BEREBRF
EREREFRERAZSZHNEFTH CPU R,

 AREHERAAEERRED EMBITE

1507816 FI( + E & RE KA IC FHME) , &
fih ¥ 4> 3 #5 1S014443—TYPE A 5 TYPE B # X
REF. BERERF WK FIEBRITHREN
AA M CPU £ JE & X CPU & .CPU £
BIFEAS B EERMBTIES.

ESWAE "+ 51" EFEA S #T R ¥ BH A (2012BAHOSF00)
EEB T BREM (1966 -) B WELUA GRIBIF, TENBEXBTAGERY B AEARRF EHFRE-

mail ; xnheyz@ 163. com.



B5H

Bra i, % R RERFMBHFIEBRMITE LR 101

1.1.1 #mX CPU F

o o A £ B A B R S Ab B AR CPU L F AT ]
AR N 3L 7F 45 28 EEPROM ( Electrically-Erasable
Programmable Read-Only Memory ) | B L 77 f#& 2%
RAM LA K& L4 RiZ 7% 2% ROM i & A 4k
4% COS.

EEPROM £ CPU R PR NHFMHEX, AT
7 CPU FHEMEE BB . FH. LAX
4.

ROM HIF#F# CPU & L 4E R4 (COS
BEHEBEZE ROM /P X)) , RGLJE B A M A i B
OB BERE, EREA CPU K.

1.1.2 d#&X CPUF

JeB A CPU R R7EEHEMA CPU K E A
HBR RO BLRL b, 0 T ST R ST R AR
B 24 1SO/IEC 14443 5@ ML
1.1.3 CPU F#4k &% COS

COS R#EE#E ROM T AT ARG, &
Vi RERIAA R N ARENER, SEORE
B R N A SR R E R R WX
XHENABENER; COSHHHFTREFRN
il 15 B BoE LK.

1.1.4 FaEERR

B REREATHAENER TN
BERERIEENE Y, A SM1/SSF33/SMS4/DES/
AES BE{4 %51 %, X ¥ RSA/ECC/SM2 FAEXT R
Bk, % # SHA-1/MD5/SM3 &k B k%"

1.2 #FiIEH

BFIEHEETAHEG MK PKI(Public
Key Infrastructure) #i AR , AT LLFRZ A “ M % B
E”, AR IE KIS =P CA(Certificate Au-
thority ) & R MIEH. HEAXMUFRELAEFTHH
B RE , AfTT0T LA 7E W 48 32 4 v A B R IR A X 5
W B, B R AT

BFEREIRAASB FEALAEE
850 FHES ABHEEREL AP L CA K
BFELEHATIERPSRES N ELEMSE
.

PKIEZHFIESLRAPN S HEENA
HAWAERA. HEAEBRARAERER FHE
& BB AP B P E N R PR H 4 A
ik BARY FAIREFEL EREFERE.

2 it 5xH
KR ERMEE R NAE CPU K K8 K2

JE R L B E 45 L R g il R 4 2 B 3L
BEFRE—-AGHEZH, AR, A EEERM
HSL, A H AR LB,

FHEVEREBREFMARLEFE(WS),
B UE A5 0L A R G 38R (DCS) | 4 ol e Aok 52
R G5 (PSE ) 54 A 3F 4% fih 32 438355 (PPSE) .
FE R B BOFIE 5 | & Rl AR 08 SO AN 9 3
BRI ESBIRET. KRB E#E WS #
A B RABRR RN R G5 5 % DCS HEAHF
A R G388 ; 1% % PSE PPSE A SR
FTRGIREE. MR R IE FE B4 B R B L)
(BREIC FAERTEHAREBNHEORN)
AP E 4R E R R (IC) FME) & XKRE
SR AT ERAE. R AR M E MK,
KHEMWEFRMAT MF F. 2NABREREE
HF R BEREMmE 1R,

J& R BB BR  R I R GEER (W)
WS=WS.SYS.DDF01

MF ]
FID=3F00  []

|| SRR T RS ( PSE)
PSE=1PAY.SYS.DDFO1

|| EEEEm A R GUIR( PPSE)
PPSE=2PAY.SYS.DDFO1

L BFE BN £ S DCS)
DCS=DCS.SYS.DDFO1

1 sEAERBEFFRHBHASEN
Fig.1 The overall structure of card

application resident card health

2.1 HFIEBNAREIFE(DCS)

HRB(ERIC FREEEARELR A
OREIE) AP & 3 , 8 o8 B 5 N 3 55 18
BRRE ERETUELNEE LML MA
(A2 frR), BN AHBEER PIN AR
PIN X (B ENXH) MBEH(HENERH)
H .

ST E Y, 8 A
R T P L |
TR
a‘ (& XFID, AID)

K TR
( % XFID, AID)

_.‘ A ANESF A
( ,ExFID AID)

( ,&)LFID AlD)

2 BFEIERARGEINELEY

Fig.2 Environment structure of the

application of digital certificate
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The Research and Implementation of Residents Health Card Loading Digital Certificate

CHEN Yi-zhou', WANG Yong-feng', GUO Zhong-yong®, MA Fei', FENG Hai-yong'

(1. Henan Provincial Department of Health Information Center, Zhengzhou 450003, China; 2. Henan Digital Certificate Co. ,
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Abstract: In this paper, we propose two application models: the dual-core chip card with dual interface and
the single-core card with dual interface. These models are based on the specifications of the Residents Health
Card. Through the transformation of the card Operating System COS( Chip Operating System) , the capacitance
of the third-party residential health card is created. We can get the SM2 (1t is the asymmetric algorithms that
is specified by the State Encryption Administration ) signature public-private key pair in the chip and import it
into the container. The dual digital certificate (encryption certificate and signature certificate) can be impor-
ted outside the chip . And the SM2 key pair, encryption key pair can be imported too. These models are com-
patible with the standards of medical industry, financial industry and electronic certification industry. Re-
search result of this paper lays a good foundation for the legalization of residential health card holder’ s identity
in internet.
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