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Figure 1 Multistage confrontation process
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Figure 2 Attack and defense game tree
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Proactive Defense Model Based on Non-Zero-Sum Signal Game
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Abstract. In recent years, the damages of network attacks such as launched by APT has become more and
more serious. Although existing studies based on signal game theory could simulate the APT attack and defense
process to a certain extent, they ignored the phenomenon of unequal benefits between the two sides in the
process of attack and defense and the multi-stage confrontation process, resulting in the lack of universality of
the model and method. In this paper, a proactive defense model based on non-zero-sum signal game was pro-
posed. First of all, the attack and defense game tree was built based on the signal game theory and the analysis
of network attack and defense multi-stage confrontation process. Secondly, the non-zero-sum method and dis-
count factor were used to build the multi-stage income of model in the process of offensive and defensive based
on the situation of unequal income. On this basis, a quantitative method was proposed for network attack and
defense characteristics, and the current optimal defense strategy algorithm was obtained based on the Nash
equilibrium and refined Bayesian equilibrium existing in the analysis model. Finally, the model and method
were verified by simulation experiments. The results showed the feasibility and effectiveness of the proposed
model and method.
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